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This Privacy Policy governs the processing of personal information in connection with all websites,

applications, and services that are owned, provided, or operated by Synthetify Lab and its affiliated entities

(collectively, the “Company”). Synthetify Lab is committed to protecting your privacy and ensuring

transparency regarding how personal information is collected, used, and shared.

Synthetify Lab, acting through its affiliated entities, is the controller of personal data for the purposes of

applicable data protection laws.

DEFINITIONS

“Personal Information” refers to any information that identifies or can reasonably be used to identify a

natural person, either directly or indirectly.

“User” and “you” mean any individual or legal entity that accesses or uses the Company’s websites,

applications, or services.

ACCEPTANCE

By accessing or using the Company's websites (in each case, as defined in the Terms of Use) and providing

personal information, you accept the practices described in this Privacy Policy. If you do not agree with the

terms of this Policy, do not access or use the Website, or any other aspect of our business. This Privacy

Policy applies to all access to and use of the Website and Services. It should be read together with the

Terms of Service, which are incorporated herein by reference.

DATA WE PROCESS

The Company does not collect, request, or store personal data such as names, email addresses, phone

numbers, IP addresses, precise location data, identification documents, or payment information.

The only information processed by the Company in connection with the Services consists of public

blockchain wallet addresses and public on-chain transaction data associated with such wallet addresses, to

the extent necessary to enable interaction with the Protocol through the Interface.

The Company does not associate wallet addresses with any identified individual and does not attempt to

identify users.

You acknowledge and understand that blockchain networks are decentralized, public, and immutable by

nature. Information recorded on a blockchain, including wallet addresses and transaction data, is publicly

accessible and cannot be modified, deleted, or restricted by the Company.

The Company does not control the blockchain networks on which transactions occur and is not responsible

for the processing of personal data by such networks.

PURPOSE AND LEGAL BASIS

The Company processes the limited information described above solely to enable access to and operation of

the Services, to ensure the proper technical functioning, integrity, and security of the Interface, to prevent

fraud, abuse, and prohibited activity, and to comply with applicable legal obligations. Such processing is

carried out in accordance with applicable data protection laws, including Regulation (EU) 2016/679 (GDPR),

and is based on the performance of the Terms of Service and the Company’s legitimate interests in

operating, maintaining, and securing the Services.



DATA SHARING The Company does not sell, lease, or otherwise commercially exploit personal data and

processes or discloses information solely to the extent strictly necessary for the operation, maintenance,

security, and lawful functioning of the Services, or where such processing or disclosure is required by

applicable law, regulation, binding legal process, or a valid request from a competent governmental,

regulatory, or judicial authority.

The Company does not maintain off-chain databases of personal data. Any processing of wallet addresses

or related on-chain data occurs only for as long as necessary to provide the Services or comply with legal

obligations.

Public blockchain data remains on the blockchain independently of the Company.

The Company does not retain personal data beyond what is strictly necessary for the provision of the

Services or compliance with applicable law.

USER RIGHTS

To the extent applicable under data protection laws, you may have certain rights with respect to your

personal data, including the right to access, restrict, or object to processing.

You acknowledge, however, that due to the public and immutable nature of blockchain technology, the

Company may be unable to modify or delete information recorded on a blockchain.

Requests regarding data protection may be submitted using the contact details below. The Company may

require additional information to verify the request, where legally permitted.

INTERNATIONAL DATA TRANSFERS

The Services may be accessed globally. To the extent any information is processed outside your jurisdiction,

such processing will occur in accordance with applicable data protection laws.

SECURITY AND CHILDREN’S PRIVACY

The Company implements reasonable technical and organizational measures designed to protect the limited

information it processes. However, no system is entirely secure, and you use the Services at your own risk.

The Services are not directed to individuals under the age of 18. The Company does not knowingly process

personal data of minors.

CHANGES TO PRIVACY POLICY

The Company may update this Privacy Policy at any time. Any amendments shall be made available on the

Website, and continued access to or use of the Services following the publication of such amendments shall

constitute acceptance of the revised Privacy Policy.

CONTACT INFORMATION

If you have questions regarding this Privacy Policy or data protection matters, you may contact the Company

at hello@neony.exchange
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